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function crosswebex_nativecall(message, callback) {
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Scam

Counterfeit

Tools

o

Settings

All companies «

Registrar info

domain.com

r01@domain.com

+00 (123) 456 78 00

Bounce Rate (LUK

40.6%

LR IO HIZE TZ! U ZENX THY Al 2
S AFEX Er9IO)

Sessians (LUK

479K

| Ptian St St (4153 108

Session Length (LUX)

17min

Not indicated
Private person
1 Dec 2010

1 Dec 2021

A X

QST H7L L 0IS0| 7

General risk score

Domain risk score

60%

B 1Apr 1 May

Logo usage risk score

Q

Hosting info

Provider

+00 (123) 456 78 00

valuehost@domain
EU

217.123.42.77

Admin info

+00 (123) 456 78 00
217.123.42.77

example@gmail.com
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;«;_. Phishing Kits 54% 1544
A )
Gr;ph 4000
ULRs added by the company 23% 658
Service desk . 2 000
Average Take-Down time — —~
Group-IB Global
O = S
. Statistics
Settings 4 =
At
hours Events Take-downtime Domainand hosting Days of phishing attacks Takedown by Registrar & Hosting Source Objective Threat actor

Q Type name of registrar B 14Feb — 15Feb 250l M () jk.fraud 225
# Registrar Takedown Domains Min response  Max response  Median response (J Fibomain 211
1. Domain.com 14 9.6h 16.2h 16.2h () jo-domain 143
2. BadDaddy.com 2 6.4h 135h 135h O certgib 125
3. noName.com 1 96h 26.4 h 92h () bank-cron-referrer 88
4. Google Domains 16 6.2h 79.6h 8.2h O muterisk 69
5. Enoma.com 9 3.5h 19.4h 6.2h () antiphishing 68
6. Dyndot.com 17 16.2h 25.4h 20.2h O ik.phishing 6
7. ter-xyz-2201 6 2.0h 2.0h 2.0h O South America 5
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Compromises

sr

)
Malware

¢ Email: admin@neerco.net @
Attacks Domain: cin.kp

Malware: SpyEye

Location: Pyongyang /
,</.//,
B = .
L g o Forum: r-cin.com

IP: 292.168.3.4
Phone: +86 199-9145-1884 Domain: berbank.com 5 (‘
/ . IP: 234.221.

Service desk
IP: 234.221.98.0

Instagram: @z1d9200

“,’ ‘

Suspicious IP

1. neerco.net

®

O,

Facebook: @zld_y_9200
(o) @zid.y IP: 234.221.98.05

Settings

IP: 234.221.98.01

Expiry ~ Domain ~ B Start — End ¥

Registrar date 13 Dec 2018 - Exp date 3 Feb 2023

Domain name
berbank.com

IP-address E-mail
195.208.0.4 195.208.0.5 +3 card@tours-cin.org

Registrar date 25 Oct 2019 - Exp date 22 Feb 2022

Domain name
cin.kp

IP-address E-mail
195.208.0.4 292.168.3.4 +9 admin@pneer.net

Registrar date 12 Dec 2019 - Exp date 2 Feb 2022

Domain name
neerco.net

IP-address E-mail
234.221.98.01 234.221.98.03 +3 ad@ci-nema.net

Registrar date 5 May 2020 - Exp date 5 May 2023

HAoS E=
=4S Sl

Registrar
reg-ripn

Owner
AS56724

Registrar
r01-reg-ripn

Owner
AS43783

Malicious

Registrar
reg-ripn

Owner
AS4482

Malicious
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